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Abstract. The Cloud refers to the provision of computing resources over the Internet in an on-demand manner, 

allowing for the storage, processing, and distribution of data. it helps to run applications and software through 

interconnected computer networks that provide services to individuals and organizations. The use of cloud ser-

vices is growing exponentially, which gives rise to hackers who scan and analyze potential network vulnerabilities 

in the cloud architecture daily. To focus on the above-mentioned issue, we propose a novel idea to prevent large-

scale DDoS attacks on the cloud through the adaption of load-balancing technology. To fulfill this task, we estab-

lish a virtual network with enabled Bastion service and DDoS protection. Further, it generates a standard SKU 

public load balancer, including a front-end IP address, integrity probe, back-end configuration, and load balancing 

rule. Afterward, the virtual machine is set up, and simulation is conducted through the attack on the network, 

which is described in the experiment section.   
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1.  Introduction 

Cloud computing (CC) is a rapidly advancing 

technology that has a significant influence on the real 

world.  It offers a diverse array of applications in 

different industries [4]. CC has permeated nearly 

every facet of life, encompassing both social and 

professional growth. It entails network computations 

executed through cloud-based software applications, 

which are hosted on servers distributed throughout 

the Internet and can be accessed via browsers on mo-

bile devices, desktops, laptops, and tablets. 

 

Its modern, innovative technological trend ena-

bles companies to conquer the market by increasing 

their productivity, while helping to achieve objec-

tives and also increase return on investment. Nowa-

days, many companies opt to utilize the services of-

fered by the Cloud instead of constructing their own 

infrastructures, such as storing large datasets and 

eliminating administrative costs, while being acces-

sible from anywhere which requires good organiza-

tion and the distribution of workload traffic across 

several servers. In this scenario, the concept of load 

balancing is introduced which is located between the 

servers in the background and the devices used by 

clients. Whenever a request is received, the load bal-

ancer shares it among available servers using an al-

gorithm like Round Robin or Weighted Round Robin 

that considers various criteria like server load and 

geographical distance. 

The Cloud undoubtedly brings immense ad-

vantages, but security and confidentiality concerns 

are prevalent and act as major obstacles to its pro-

gress [4] [13]. Even though saving a company's 



workloads on a publicly hosted cloud service offers 

significant benefits, it also exposes 94% of organiza-

tions to new data security risks. The primary cause is 

misconfiguration (68%), followed by illicit access 

(58%), vulnerable interfaces (52%), and phishing 

(50%), which are concerns shared by IT departments 

and customers alike [5]. 

According to a recent report from Aqua Securi-

ty, the most common type of attack on cloud systems 

is Denial-of-Service Attacks (DoS).The threat of 

cyber-attacks looms large in the digital realm, mak-

ing it essential to fortify your computer or network 

resource against potential breaches. These attacks 

have a singular objective: to render your system in-

accessible to its intended users. A common technique 

employed by attackers is the Denial of Service (DoS) 

attack, which involves inundating a cloud service 

with an excessive volume of traffic. This flood of 

data overwhelms. The impact of cyber-attacks can be 

devastating, leading to significant disruptions, finan-

cial setbacks, and reputational damage for organiza-

tions. When it comes to defending against cloud-

based Denial of Service (DoS) attacks, the challenges 

are even greater.  Faced with the consequences that a 

DOS attack can cause then we expect to show in our 

research how to use load balancing to mitigate net-

work-related attacks specifically DDOS attacks. This 

is the main motivational point for proposing this 

study, which will help cloud computing users to 

solve the security problem associated with DDOS 

attacks by making good configurations to their Mi-

crosoft Azure cloud services providers. 

The article is structured as follows: Section 2 

provides an overview of load-balancing algorithms 

and the vulnerabilities associated with cloud compu-

ting service providers. In Section 3, we delve into the 

concept of load balancing and its role within a cloud 

environment. Section 4 outlines the implementation 

of load balancing to mitigate DDOS attacks specifi-

cally in Microsoft Azure Cloud. Finally, Section 5 

concludes the article. 

2.  Related work 

In this section, we will give an overview of cloud 

service model, and load balancing. 

2.1.  Cloud Services 

The concept of "cloud computing" pertains to the 

provision of storage, processing, analysis, and other 

data services through the internet, eliminating the need 

for local hardware. Businesses handle their IT opera-

tions by connecting to a service provider and utilizing 

third-party services. Cloud services can be categorized 

based on their business model, functionality, and billing 

system. Now, let's examine the features and  

 

 

 
 
   

 

 
 

 

 

Fig. 1. Different cloud services. 

 



2.1.1. Infrastructure as a Service (IaaS) 

 

 IaaS is an internet-based computer infrastruc-

ture that is managed online. One of the main 

advantages of using IaaS is that it allows con-

sumers to save money and avoid the incon-

venience of purchasing and managing physi-

cal servers [1] 

Here are a few examples of IaaS providers: 

Google, Microsoft Azure, IBM Smart Cloud, 

Linode, and Digital Ocean [19.] 

2.1.2. Platform as a Service (PaaS) 

 

For programmers, the PaaS cloud computing plat-

form was specifically designed to facilitate the crea-

tion, testing, execution, and management of applica-

tions [17]. Fig. (3) Highlights its significant charac-

teristics. Some well-known PaaS include SAP Cloud, 

Apprenda Cloud, Kinsta, and Cloudways [15]. 

 

2.1.3. Software as a Service (SaaS) 

 

SaaS is a cloud-hosted software solution. Users 

can access these applications via a browser and a 

connected network. Photopea, Concur, DocuSign, 

and GoToMeeting are just a few popular examples of 

SaaS. The main characteristics of SaaS are illustrated 

in Fig. (4). 

 

As the availability of cloud services increases, 

so do their applications in the corporate world. These 

services will continue to simplify the way organiza-

tions deliver critical applications and data to their 

people, whether the company chooses to extend ex-

isting on-premise software deployments or migrate 

100% to the cloud. Cloud services (IaaS, PaaS and 

SaaS) are transforming the way people work and the 

way businesses operate, from application delivery to 

desktop virtualization solutions, including a wide 

range of features such as load balancers. 

2.2. Load balancing   

Over the past decade, online traffic has experi-

enced exponential growth. Web users are demanding 

improved access speed and security, resulting in high 

demand for web servers. Load balancing was em-

ployed as a workload optimization strategy. Load 

balancing ensures a server cluster can manage peak 

traffic and supply backup solutions during outages. 

This is where the load balancer becomes instrumental. 

The workload is balanced between servers to main-

tain their capacity at an optimal level [10]. Cloud-

 

Fig. 2. IaaS Characteristics. 

 

 

Fig. 3. PaaS Characteristics 

 

Fig. 4. SaaS Characteristics 

 



based load-balancing services are commonly used to 

distribute traffic across multiple servers and ensure 

high availability and performance for web applica-

tions as shown in Fig. (5) Below. 

 

A load balancer (LB) is an essential element of the 

IaaS, as shown in Fig. (2). It requires a dedicated 

infrastructure. Instead of investing in expensive 

hardware with a server acting as the LB, the LB 

software can be installed on a VM (Virtual Machine) 

which acts as the ADC [21].  

This installation results in an ADC. Virtual LBs offer 

greater flexibility and enable automatic scaling based 

on traffic forecasts. They dynamically select the best 

server to handle a request, ensuring a constant level 

of performance for the cluster. In the event of a 

hardware failure, when a user requests a web page, 

the LB redirects the workload to another server [10], 

[14]. 

2.2.1. Load balancing in the cloud 

 

Load balancing in the cloud can refer to two 

distinct concepts: balancing workloads that are host-

ed in the cloud or utilizing load balancers that are 

specifically designed for cloud environments. In a 

cloud computing environment, load balancing in-

volves managing the traffic associated with a compa-

ny's cloud-based workloads and distributing it across 

multiple resources, such as server groups and net-

works [9]. The significance of load balancing in the 

cloud is on par with other scenarios, as it aims to 

achieve high availability and optimal performance. 

By evenly distributing the traffic, workload perfor-

mance is enhanced, and the likelihood of system out-

ages is minimized [23]. 

Cloud-based load balancers, available in a pay-

as-you-go model, offer exceptional elasticity and 

flexibility. They provide various functionalities, in-

cluding health checks and controlled resource access. 

However, the effectiveness of these load balancers 

may vary depending on the vendor and the specific 

environment in which they are deployed. To optimize 

traffic distribution and improve resource performance, 

cloud-based load balancers can utilize algorithms 

such as round robin, weighted round robin, and least 

connections [20]. 

Cloud-based load balancing services have the 

advantage of being simple to set up and use. There is 

no need to install, configure, or maintain load-

balancing hardware or software, as the provider man-

ages all the details. Additionally, you can make use 

of the cloud provider's knowledge and proficiency in 

load balancing, while benefiting from their regular 

updates and improvements. Another advantage of 

cloud-based load-balancing services is their scalabil-

ity and flexibility. You can effortlessly add or re-

move servers from the server pool and adjust the 

load-balancing parameters and rules to suit your 

needs and preferences. Furthermore, you can capital-

ize on the provider's global network and infrastruc-

ture to distribute your traffic over several regions and 

zones [14], [20], [21]. 

A potentially chaotic situation in the cloud is 

brought under control by load balancing, which acts 

as a "traffic cop"[31]. Load balancing also enables 

controls, such as virtual infrastructures and applica-

tions, to be carried out to guarantee availability and 

avoid downtime due to problems. Even more man-

ageable centralized security can be provided by load-

balancing the entire server cluster. The potential of 

load balancing to act as a "traffic cop” will be the 

subject of the next section. 

 

2.2.2. Load Balancing Algorithms 

 

Load balancers use algorithms or mathematical 

formulae to determine which server should handle 

each request as part of load balancing. The traffic 

routing is evaluated differently by various algorithms, 

depending on whether it is at the network or applica-

Fig. 5. Example of Load Balancing 



tion layer. There are two main groups of load-

balancing algorithms: weighted and non-weighted. 

Weighted algorithms make decisions based on 

weights or preferences, ensuring that servers with 

higher weights receive a greater share of traffic. The-

se algorithms take into account both the individual 

server weights and the total weight of all servers in 

the group [31]. Non-weighted algorithms do not dis-

tinguish between servers since they assume that they 

all have the same capacity. This method expedites 

load balancing but ignores the fact that different 

servers have different capacities [22], [27].  

 

2.2.3. Load Balancing Methods 

 

Load balancing methods are dependent on spe-

cific criteria to determine which server in a server 

farm should receive the next request. There are five 

commonly utilized load balancing methods: 

 

- The default method is Round Robin, where re-

quests are directed in a rotating fashion. Each server 

in the group handles requests in a sequential manner, 

ensuring an equitable distribution of connections [21], 

[24]. 

 

- In Weighted Round Robin, servers are given 

weights according to their capacity, resulting in serv-

ers with higher weights being allocated a higher 

number of requests compared to servers with lower 

weights [20],[23]. 

 

- Sticky sessions, establishes a link between clients 

and servers throughout a session. To maintain con-

sistency, the load distribution relies on a user attrib-

ute, such as a cookie or IP address, to guarantee that 

every request coming from a specific user are sys-

tematically sent to a dedicated server until the session 

is completed [28],[29],[30]. 

Remember, these are just a few of proper load dis-

tribution methods available, each serving different 

purposes and catering to specific needs. 

 

3.  Implement load balancing to mitigate DDOS 

attacks in Microsoft Azure Cloud 

In the previous section, we looked at the role of 

the load balancing in a cloud environment and the 

many algorithms that can be used to address current 

cloud security concerns. To reduce DDOS attacks, 

cloud service providers such as Microsoft Azure, 

AWS, and IBM have created a variety of strategies, 

such as load balancing configurations in cloud spaces. 

In this part, we'll talk about Azure DDoS Protec-

tion, which provides enhanced DDoS mitigation fea-

tures including adaptive setting, attack alerts, and 

surveillance to safeguard your public charge balanc-

ers from massive DDoS attacks. 

 

3.1.  Create a DDoS protection strategy 

Before starting to create a DDOS protection pol-

icy, you need to create an Azure account with an 

active subscription. Once the account has been 

created, enter Identity Access Management 

(IAM) in the Azure Portal to access the dash-

board shown in Fig. (6). the following infor-

mation must be entered or selected on the Basics 

tab of the Create DDoS Protection Plan page: 

 

 

 

 

Fig. 6. Azure Portal Dashboard. 



Project details:  

• Subscription: azure for students 

• Resource group: **** 

   Select Create new 

   Name: **** 

   Select OK. 

Instance details:  

• Name: **** 

• Region: **** 

 

Afterward, select Review + Create, then click create 

to deploy the DDoS protection plan as shown in Fig. 

(7). 

 

 

3.2. Create a virtual network 

 This section outlines the steps for establishing a 

virtual network, subnet, and Azure Bastion host and 

connecting them to the DDoS protection plan. Virtual 

networks and subnets comprise load balancers and 

virtual machines. The Bastion host is responsible for 

managing virtual machine security. The DDoS pro-

tection plan safeguards all public IP resources within 

the virtual network. 

During the process of configuring the public IP 

address, a key aspect of its configuration will be the 

ability to enable or disable the DDoS protection plan 

previously created in the section 3.1 and located in 

the security tab, as this functionality is vital for con-

ducting our tests and guaranteeing security reliability. 

All the steps required to create and configure a virtu-

al network are illustrated in Figs. (8), (9), (10), (11) 

and (12).  

 

 

4. pographical style and layout 

4.1. Type area 

Always select A4 as the paper size in the docu-

ment settings. The type area is 16.2 cm wide and 21.5 

cm long. This area must be used to the maximum,  

Fig. 7. Basics DDoS Protection 

Plans. 

 

Fig. 8. Virtual Networks. 

Fig. 9. Basics Virtual Networks. 



Fig. 10. IP Address configuration. 

Fig. 11. Tab Security for disable or enable DDoS Protection Plan 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 12. Overview of Create Virtual Network 



Fig. 13. Basic configuration of load balancer creation. 

 

3.3. Create a load balancer and a public IP address 

To effectively distribute the workload among 

virtual machines and ensure uninterrupted communi-

cation between Azure resources and external Internet 

resources, we will implement redundant zone archi-

tecture to create a load balancer. This architecture 

guarantees that the data path remains intact, even if 

multiple availability zones fail, as long as at least one 

zone in the region remains operational. Additionally, 

we will establish a public IP address to facilitate this 

communication. 

During the configuration process for the load bal-

ancer, we will set up the front-end IP address, back-

end pool, incoming load balancing rules, and integri-

ty probe. An overview of all the steps involved is 

shown in Fig. (13), and (14): 

 

 

 

 

 

 

 

 

 

 

 

Fig.14. Basic configurations of IP address creation. 



Fig. 15. Basic configuration of virtual machine creation. 

 

Fig. 16. Overview of virtual machine creation. 

 

3.4. Create Virtual Machines 

 

 

This section is about creating a virtual machine 

and configuring it. The virtual machine will be asso-

ciated with the load balancer backend pool and the 

public IP address created in the previous section 3.3 

and shown in Fig. (15), (16), (17), and (18). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 17. Overview of virtual machine network. 



5.  

4.  Experimental Analysis 

This section outlines the simulation of a tenth 

DDoS attack on the Microsoft Azure environment to 

evaluate the effectiveness of the DDoS protection 

plan. The test will consist of two scenarios: scenario 

1 will show the results of the DDoS stimulation test 

while the protection plan is disabled, and scenario 2 

will show the results with the protection plan enabled. 

To do this, we will use IXIA BreakingPoint Cloud on 

Microsoft Azure, a cloud application testing and se-

curity platform powered by Keysight's ATI subscrip-

tion service. BreakingPoint offers a variety of simu-

lations for applications and attacks that replicate the 

traffic and security threats faced by enterprises, ser-

vice providers, or government organizations of any 

size. Its comprehensive network stack includes com-

ponents such as IPv4, IPv6, DNS, and DHCP, which 

enhance the application and attack simulations.  The 

network components help to orchestrate the network 

environments required for the simulations. The pur-

pose of these attack simulations is to evaluate the 

effectiveness of our DDoS protection plan, whether it 

is enabled or disabled. 

To begin our stimulation tests, we must first create 

multiple accounts on the IXIA Breakpoint Cloud test 

space. Next, we need to create an alert rule that is 

linked to the parameter of our DDoS protection plan. 

Finally, we must configure the metrics in the moni-

toring parameters of our public IP address. 

4.1. Scenario 1 

On December 15, 2023, between 12:30 and 13:12 

(UTC+05:30), our public IP address was subjected to 

three DDoS attacks at 10-minute intervals. The attack 

profile used was DNS Flood, with a size of 100,000 

packets per second and 60 Mbps, originating from 

two source IP addresses. The results of the tests are 

presented below. 

Fig. 18. Edition of virtual machine 

IP Configuration 

 

Fig. 19. Results metrics of scenario 1 

 



Fig. 20. Results Metrics in a Scatter Chart 

of scenario 2 

 

Fig. 22. Results Metrics in an Area Chart of scenario 2 

 

Although the public IP address associated with our 

virtual machine was attacked, the maximum total 

value of the DDOS attack or not showed no value. At 

first glance, the normal traffic of the Azure Cloud 

server seems to be functioning properly, but this is 

not the case. Indirectly, the normal traffic was over-

whelmed with an equivalent of 177,886,907 frames 

sent, resulting in a total outgoing data of 13520 Meg-

abytes, which is 13.52 Gigabytes. 

4.2.  Scenario 2 

During scenario 2, we enabled the DDoS protection 

plan and conducted tests that focused on 7 10-minute 

attacks using DNS Flood as the DDoS attack profile. 

The attack size was 100,000 pps and 60 Mbps, with 

two sources IPs. The tests were conducted on De-

cember 15, 2023, from 13:29 to 15:16 (UTC+05:30). 

The results are presented in various types of metrics 

charts below. 

 

 

The scatter format results display the DDoS protec-

tion plan's response to seven attacks. Each attack is 

represented by three successive points, indicating the 

attack's start and end times. The maximum aggregate 

value is 1, indicating DDoS attack. The two points 

located at value 0 represent the attack's initiation 

phase before reaching its maximum value, which 

remains constant until the last attack. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. (21), (22) and (23) demonstrate that the max 

aggregate value at the start of the attack was zero. 

The value of the aggregate progressively increased at 

the beginning of the attacks, regardless of whether it 

was under DDoS attack or not, reaching its maximum 

value of 1 at the end of attack 4. This value remained 

constant during the following attacks, which explains 

the constant horizontal line until the end of the last 

attack. 
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Fig. 21. Results Metrics in a Line Chart of scenario 2 

 

Fig. 23. Results Metrics in a Bar Chart of scenario 2 

 

Fig. 24. Combination of Area Chart and Packet Count, 

Avg. 

 



Fig. 26. Combination of Line Chart and Packet 

Count, Avg. 

 

Fig. 25. Combination of Bar Chart and Packet Count, Avg. 

 

 

 

 

 

 

Fig. (24), (25), and (26) display the average packet 

count, which is 0.20. This represents the total number 

of packets transmitted during the attack period. 

 

Fig. (27) Show the sum of the SYN Count, which is 

10, representing the total number of SYN packets 

transmitted during the attack period. A SYN packet 

metric measures the number of TCP SYN packets 

received or sent by a load balancer front end. TCP 

SYN packets initiate a TCP connection between a 

source and a destination. This metric can aid in 

troubleshooting and understanding the volume and 

health of TCP connections. 

6. Conclusion 

This research addresses the vulnerability issue of 

cloud computing i.e. misconfiguration. To mitigate 

potential back and front-end cloud security attacks 

like Dos and DDoS, we executed a practical configu-

ration phase on a Microsoft Azure account employ-

ing the load balancing concept. This study demon-

strates how load balancing can mitigate the potential 

attacks generated by future attacks. It is worth men-

tioning that the suggested model in this study can 

also be implemented with other cloud service provid-

ers, including AWS, Oracle Cloud. 
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